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ABSTRACT

Multiple studies have shown the bene�ts of industry-academia
collaborations. In this editorial, we discuss the industry-academic
research collaboration from the perspective of SIDN, a Netherlands-
based privately held small tech company with a public-interest
mission, which operates the .nl top-level domain. We present and
compare �ve models for industry-academia collaboration and show
how each has produced deliverables that bene�t not only SIDN and
its partners involved but also the broader community, including
the SIGCOMM’s. We also share lessons learned from building and
running an in-house research team. Our goal is to encourage other
industry players to pursue open, collaborative research that serves
academia, industry, and society alike.
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1 INTRODUCTION

A previous CCR editorial presented research models for academia to
collaborate with Google [41]. It showed how academics can access
Google’s networking datasets given privacy, costs, and business
constraints. Similarly, a SIGCOMM 24’ non-paper workshop [3]
discussed �ve �rst-hand experiences of industry-academia collab-
oration, where each presenter interned at a large tech company
(Cloud�are, Alibaba, and Prime Video). It also showed that 50%
of SIGCOMM and NSDI papers now have at least one industry
co-author.

In this paper, we also present industry-academia research collab-
oration models, but with the following di�erences. Unlike Google’s
editorial, which centers on a large tech company, our focus is on
the perspective of a small tech company with a public mission.
Additionally, our work di�ers from the SIGCOMM ’24 workshop

by not covering interns’ experience working in the industry, but
by showing multiple collaboration models beyond internships and
academic papers publication.

Case study:we present a case study of open research collaboration
between academic institutions and SIDN Labs [37], the research
team of SIDN [63], a privately held small tech company with a
public-interest mission. Our case study covers �ve di�erent collabo-
ration models (§3), which go beyond industry’s proprietary datasets
access (as in [41]) and beyond internships and papers (as in [3]). For
each collaboration model, we provide deliverables which show how
industry, academic partners, and the broader research and operator
communities–including the SIGCOMM’s –have bene�ted from the
resulting open research.

Lastly, we also share lessons learned from building and running
an in-house research team (§4). Our goal is to encourage other
industry players to pursue open, collaborative research that serves
academia, industry, and society alike.

2 BACKGROUND: SIDN AND SIDN LABS

SIDN is the registry and operator of the Netherlands’ .nl country-
code top-level domain (ccTLD). As such, it provides authoritative
DNS services for .nl users [26] and maintains a database of all .nl
domain names [60]. In 2024, SIDN’s revenue was €25.6M, employ-
ing 99 sta� members (90 FTE) [64].

Critical digital infrastructure: .nl domain name is of great impor-
tance in the Netherlands, being used by government, citizens, and
businesses. As such, SIDN is classi�ed by the Dutch government
as part of the national digital critical infrastructure and is subject
to the Network and Information Systems Security Act [5], which
implements the EU’s NIS1 directive [1].

SIDN Labs: SIDN Labs is the research team of SIDN. It carries
out applied research to improve the security and robustness of
the .nl ccTLD and the Internet infrastructure in the Netherlands
and elsewhere. It has 15 members (11.5 FTEs) with complementary
skills and perspectives, ranging from developers, operators, and
researchers with master’s and doctoral degrees. SIDN Labs engages



in frequent collaboration with academic institutions, complement-
ing its partnerships with industry [2, 24] and internal cooperation
across SIDN teams. In this editorial, we focus exclusively on joint
work with academia.

Research output: The output of ourwork consists of peer-reviewed
papers, technical reports, open-source software [39], experimental
network services (e.g., secure time services [4]), and contributions
to Internet standards [70], among others.

Funding: SIDN Labs’ primary source of funding consists of 6% of
SIDN’s annual revenue, producing open research outputs as part of
its public bene�t mission.

3 COLLABORATION MODELS

Table 1 summarizes the collaboration models we have fostered
with academia over the past thirteen years. We discuss if they need
contracts, if they grant data access to SIDN’s data, and require
what kind of contributions (in-kind or in-cash), and examples of
open deliverables produced by each model. Before diving into de-
tails, we discuss the importance of the human element in these
collaborations.

3.1 Human element and incentives

Simply establishing a collaboration on paper does not ensure suc-
cessful outcomes. Therefore, we suggest that both industry and
academics carefully select sta� who are genuinely committed to
working together, otherwise it may not yield the expected results,
as we have experienced in some cases.

Di�erent incentives: the incentives for academic and industry
may di�er. Peer-reviewed publications are essential for academia,
but for the industry, operation impact are typically more important
while peer-reviewed publications may be secondary. Therefore, we
recommend to clearly de�ne the deliverables of each collaboration
tomanage expectations e�ectively, andmake sure both sides remain
committed and motivated.

3.2 Internships

Among the various forms of academic collaboration, student in-
ternships (Table 1) have proven to be the most straightforward to
establish. Their costs are relatively low and the bene�ts they gen-
erate can pay o� their costs. They last from 3 to 6 months. Setting
up internships is relatively straightforward, as universities support
internships in industry.

In this setup, the intern becomes part of our sta�, and is super-
vised by one of our colleagues and by an academic at the univer-
sity. This form of collaboration provides academics (in this case,
the intern) access to our private datasets, subject to the signing
of a non-disclosure agreement (NDA), given legal and privacy
laws (e.g., GDPR [19]).

Mutual bene�ts: As an industry partner, we pro�t from intern-
ships by having students work on well-de�ned research problems
that we may lack the time or skills to address, thereby augmenting
our research output. Several interns have then transitioned into
sta� positions. For academics, it o�ers students the opportunity to
work with real-world datasets and problems, and gaining access
to structured, production data, and acquire work experience in the

industry. University supervisors are also involved in these intern-
ships, resulting in a master’s thesis and, in some cases, a research
paper as part of the output.

Takeaway: Internships are the low-hanging fruit of industry-
academia collaboration, and can be a �rst step to build other types
of collaboration. Industry investments are relatively low (mostly
covering salary and supervision hours), and the bene�ts frequently
surpass the investment. However, there are no guarantees, as stu-
dents may not complete their projects as initially proposed, so they
should not be on a project’s critical path. Moreover, students can
later transition into sta�, particularly important in markets with a
shortage of skilled workers.

3.3 Data sharing

Data sharing is another easy way to start collaborating with aca-
demics. It requires, however, setting up legal contracts and estab-
lishing data usage procedures. It can be done using aggregated data,
anonymized, snapshots, and many other ways. (We share open
aggregated datasets openly on our website [38]).

Case-by-case data sharing. Whenever we receive a data shar-
ing request, we run a procedure internally to determine if we can
(legally) share it. We require that the data be used solely for re-
search and non-commercial purposes and that it bene�ts SIDN, the
.nl domain, or society at large. We share data only with academic
partners, and any sharing must conform to applicable privacy laws
and ISO27001 certi�cation [31].

We then evaluate every request individually. As an example, we
share the .nl zone �le daily with the University of Twente for the
OpenIntel research project [58], which lists all delegated domain
names in the zone and their DNS servers.

Mutual bene�ts: Data sharing enables academics to answer their
research questions, and we make sure it bene�ts either SIDN and/or
the community in general as a requisite to share the datasets.

Takeaway: We share datasets with academics to enable them
to pursue their research questions; we �nd this is an easy way to
collaborate.

3.4 Informal collaboration

Informal collaborations are the most prevalent form of academic
partnership we utilize, where our sta� work together with aca-
demics in research projects. They are also simple to establish, as
they do not require contracts, NDAs or data sharing (Table 1).

Informal collaborations are not continuous; they usually have
a common deliverable, such as a paper or prototype. Once a de-
liverable is completed, there is however a higher likelihood of re-
searchers collaborating again on future studies. Researchers par-
ticipate voluntarily in the projects in this model, funded by their
own grants or employers. They are highly motivated to participate,
given it is their own choice to do so. Among examples of informal
collaboration, we list the series of 4 ACM IMC papers and one
PAM paper we had on Authoritative DNS Server Engineering with
USC/ISI and University of Twente [44, 46–48, 52], and our current
work on Post-quantum DNSSEC [22, 34].

Mutual bene�ts: Both sides bene�t from such collaborations. In
our USC/ISI collaboration example, the recommendations we made
for operators [42] were used by SIDN’s operations team to improve
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Contract Access to data Cash contrib. In-kind contrib. Open deliverables

Internship ✓ ✓ ✓ ✓ T [55], S [18]
Data sharing ✓ ✓ ✗ ✓ D [58]
Informal ✗ ✗ ✗ ✓ P [21, 45, 46, 48, 52, 53], S [67], R [42]
Secondment ✓ ✗ ✗ ✓ P [43, 43, 50, 51, 54], S[57, 66], R [33, 49]
Funded research projects

Self-funded ✓ ✗ Optional ✓ P [44]
Externally funded ✓ ✗ ✗ ✓ S [20], P [9, 10]
Commissioned ✓ ✗ ✗ ✗ P [68], T [28, 35, 56]

Table 1: Industry-academia collaboration models. P (Papers), S (Software), R (RFCs), D (Datasets), Technical Reports (T)

their DNS services. For academics, it resulted in multiple tier-1
research papers of applied research and a better understanding of
industry problems and requirements.

Takeaway: Informal collaborations are central to our research.
They are e�cient and straightforward to establish, and build bridges
with academics. However, this form of collaboration often lacks
continuity and funding, which can pose challenges for academics.

3.5 Secondment positions

While informal collaborations provide e�ciency and speed, they
often lack the sustained continuity and long-term objectives nec-
essary for consistent industry and academic progress. To address
these issues, we have established ongoing and long-term collab-
orations with selected academic institutions in the Netherlands
through secondment positions, enabling a few of our sta� to work
at these institutions, one day per week (0.2 FTE).

Costs: For industry, secondment positions might seem expensive,
as sta� is allocated to work at the universities paid for by the
industry partner. In practice, our secondments are structured so that
our seconded sta� works on projects that closely align with SIDN
Labs’ goals. This way, even though they are working elsewhere,
they are contributing to both SIDN’s mission and research goals.

Contracts: Our secondment contracts with universities have an
intellectual property (IP) clause, which in most cases states that
the universities own the intellectual property, but they license it to
SIDN Labs unlimited. We are comfortable with this arrangement
because we focus on open deliverables.

Current secondments: We have currently four colleagues (the
authors of this paper) holding part-time secondment positions: two
colleagues at the University of Twente, one at TU Delft, and one at
the University of Amsterdam. They start as guests researchers at
the universities, but are encouraged to climb the academic ladder at
their hosting institutions – we have one full professor, one assistant
professor, and two guest researchers.

External Ph.D. students: SIDN Labs sta�members may use second-
ment constructs to pursue a Ph.D. degree at universities, provided
that the regulations of the university permit and the work con-
tributes to SIDN’s mission. One of our team members completed
his Ph.D. at the University of Twente under this arrangement re-
searching DNSSEC [49], which is a core aspect of SIDN’s operations.

Mutual bene�ts: This arrangement helps further skill develop-
ment among our colleagues and keeps our research agenda updated
as a result of knowledge exchange with the universities. It also
enables our colleagues to maintain a continuous physical presence

at various universities – spatial proximity has been previously as-
sociated with an increased propensity to collaborate [14, 62]. It also
facilitates student internships, given our sta� have contact with
students.

Universities bene�t from the contributions of the seconded sta�
through teaching, student supervision (in addition to in-house in-
ternships – §3.2) and joint-research proposals and projects.

Our seconded sta� already has access to our datasets, so those
can be leveraged in academic studies (e.g., a phishing study[43]), as
discussed in §3.3. Besides datasets, academics are exposed to our
real-world problems, which can trigger further research.

Takeaway: Secondment positions are the most interactive and
symbiotic form of academic collaboration we have and the only
continuous form. In our experience, they have the potential to yield
high bene�ts for the industry, academia, and the public at large.

3.6 Funded Research Projects

Industry and academia can collaborate in funded research projects (Ta-
ble 1). Next we discuss the three types of funded research projects
that we have been involved in.

3.6.1 Self-co-funded research projects. We have co-funded sev-
eral academic research projects (in-kind or in-cash) with other
industry partners or funding agencies, which usually go to fund
Ph.D. or post-doc positions. For example, we funded the TUCCR
project [6] on cybersecurity with the University of Twente, together
with other industry partners. Funding projects enables us to have a
say over the research agenda, but we are mostly only involved in
update meetings, and less in the day-to-day work of the researchers.
As a result, we have limited control over the research process itself,
unless one of our seconded sta� ( §3.5) is involved.

Expectations: Ph.D. students’ main goal is to produce a disserta-
tion, which means that the deliverables may not be at a technology
readiness level (TRL) [23] that we can directly deploy. For example,
a prototype may still require signi�cant work before we can add it
to our registration or DNS services. Also, Ph.D. students must focus
on scienti�c output, not so much on industry impact. Similarly,
post-docs also concentrate on scienti�c output to make a next step
in their academic career.

Takeaway: Self-co-funded projects allow us more direct control
over research agendas with academics, and enable academics to
learn about industry’s needs. These projects tend to be more costly
and their deliverables will usually require extra work to reach
higher TRLs. Industry-funded projects can be also an investment
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in training the new generation of engineers and researchers for
society, which is how we look at it.

3.6.2 Externally-funded research projects. We also engage in
externally-funded research projects that bring together industry
and academia, usually by governmental funding agencies. In these
types of projects, our work gets partially funded too.

Mutual bene�ts: Solutions developed in projects like these can
bene�t multiple parties. For example, we joined the EU Horizon
CONCORDIA [16] research project, a €23M project involving 56
academic and industry partners that included funding for industry
partners such as us. We worked there to develop a DDoS clearing
house [20], an open-source tool for generating and sharing DDoS
�ngerprints. All partners bene�ted from mutual work, and the pro-
jected allowed us as a research team to expand our research network,
into other sectors and other industry and academic partners.

For us in the industry, government-funded projects provide vis-
ibility, allow us to increase our output, and o�er the opportunity
to work and learn from new partners. Academics also bene�t from
domain experts available in the industry, who have deep knowl-
edge in the deployment and operations of Internet services. Cost-
wise, government-funded projects are a way to obtain external
co-funding for industry research projects.

3.6.3 Commissioned research projects. As an industry lab, we
also engage in commissioned research projects , with other industry
partners, operators [36], and other universities. In such projects,
a funding agency typically opens a call for proposals for speci�c
research questions they need to have answered, and industry labs
can work as contractors, together with academics. We carried out
multiple of such projects with ICANN [12, 28, 35, 56] and for the
Government of the Netherlands [68].

The main advantage of commissioned projects is that they allow
us to apply our expertise in other projects. We take on these projects
to support the community and to demonstrate the relevance of our
work, not to generate revenue. The commissioning organization,
however, de�nes the project scope and owns the resulting outputs.

4 INDUSTRY RESEARCH TEAMS

There have been multiple studies [7, 8, 15, 25, 61] showing the bene-
�ts of research collaborations between academia and industry, such
as knowledge transfer, development of new products, processes,
and economical and community bene�ts and services. Below we
summarize advantages and lessons learned based our direct experi-
ence in collaboration with academia.

4.1 Advantages for Industry

Reducing dark data and improving services: Organizations
collect, process, and store data during regular business activities
but often �nd it di�cult to maximize the use for any meaningful
analysis or decision-making – which quali�es this data as “dark
data” [17]. Collaborations with academia can help to draw more
value from such datasets, for instance with the help of students [11,
27]. Lessons learned from these datasets’ analysis can be used to
improve processes and services, as, for example, we did with .nl

authoritative servers [42].

Scrutinizing operator’s decisions. As a DNS operator, SIDN’s
engineers focus on running large distributed DNS services and
do not have either the time or experience to systematically carry
out evaluations of various DNS con�gurations parameters. As the
saying goes: “if it ain’t broke, don’t �x it”.

Researchers from Labs, however, freed from the duty of running
production networks, can carry out studies to asses and further
improve choices made by the engineers. For example, what should
be the right time-to-live value for DNS records, given they range
from 0s to 68 years [40]? We carried out two studies to answer this
question [46, 48]. Also, we studied how recursive resolvers reach
our authoritative name servers which helped our DNS engineers
to optimize the setup [42, 52].

Policy review: The impact of operator’s policies is an important
subject for academic scrutiny. For instance, we collaborated with
two other registries (Belgium’s .be and Ireland’s .ie) and four
universities to conduct a comparative analysis of phishing attacks
and their mitigation across the three ccTLDs [43]. Based on the
insights from this study, SIDN is currently reevaluating the phishing
mitigation policies for .nl.

Contributing to the public good: Open research means that
�ndings are publicly shared. Consequently, any potential lessons
and discoveries can bene�t the public – for instance, through a RFC
for large DNS operators [42] or open-source software for DNS and
Internet tra�c analysis [65]. For public-bene�t organizations such
as SIDN, this serves as a strong incentive for academic collaboration.

4.2 Advantages for Academia

Academia and academics also bene�t from working with industry.
We list the bene�ts we observed from our experience.

Data access: Industry frequently possess unique datasets that
can be leveraged for academic research. In an era where “data is
the new oil”, access to these datasets can yield signi�cant insights
and contributions. The types of data held by industry are often
unknown to academics, and it is through direct data exploration of
these datasets that their potential can be unearthed, as in the case
of OpenIntel and multiple studies that have used it [13, 69].

Real-world problems: Industry partners provide real-world
services and products, and face practical problems that need solu-
tions. Ph.D. students, M.Sc. students, and research projects can use
these problems to further increase the relevance of their work for
industry and society, and have a direct impact on operations.

Domain experts: Industry’s experts are responsible for operat-
ing real-world systems, such as SIDN’s DNS engineers that run .nl.
These domain experts have accumulated substantial knowledge
over time, which can be a valuable resource for academic research
projects. For comparison, a typical computer science undergrad-
uate spends approximately a couple of hours studying DNS. In
contrast, there are 297 RFCs totaling 2082 pages of DNS documen-
tation [30] in IETF documents – the primary learning resource for
operators. As such, industry domain experts have a deep knowledge
and hands-on experience that can be leveraged by academics, and
they often have research problems sought by academics.

Funding: Industry partners can also sponsor academic research,
either by sponsoring projects or in-kind contributions (§3.6).
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Figure 1: Research Team Evolution

Networks: Industry can o�er academics access to industry net-
works, potentially paving the way for additional collaboration op-
portunities, such as with RIPE, IETF, and CENTR in our case. For
example, bachelor and masters students supervised by SIDN Labs
and TU Delft delivered presentations on NTP at the RIPE91 [32, 59],
and at ICANN84 [29] meetings, both in October 2025.

4.3 Building an Industry research team

For small companies aiming to establish research teams in collabora-
tion with academia, we outline the key phases that have shaped our
own partnerships (Figure 1). Interested readers can �nd additional
details in [24].

Phase 0: Bootstrapping.After the board approved the establish-
ment of an internal research team, we initially focused on in-cash
sponsorship of Ph.D. positions at Dutch universities to foster ties
with academia (§3.6.1).

Phase 1: Expansion. In this phase, we expanded our research
team with members from SIDN’s internal development and oper-
ations teams, and built a dedicated research infrastructure of net-
works and systems, while sponsoring external academic projects.

Phase 2: Diversi�cation. We further grew the team with new
members, including additional academically trained researchers.
This enabled our �rst informal academic collaborations (§3.4), while
maintaining the in-cash sponsorship model from Phase 1. The in-
creased internal capacity provided greater in�uence over research
topics and over the transfer of results into production and stan-
dardization. During this phase, we also initiated other collaboration
models, such as internships and data sharing.

Phase 3: Consolidation. We further grew the team, taking up
topics such as machine learning for domain name and Internet
security. We found it more bene�cial and economical to hire our
own researchers rather than focusing on sponsoring temporary
Ph.D. and postdoc projects. This approach allowed our researchers
to maintain collaborations with academia, focusing on in-kind con-
tributions instead of in-cash funding. Also, this is when we set
up secondment positions (§3.5). This phase allowed to keep talent
in-house and further increasing control over the research directions.

5 OUTLOOK

We presented �ve models for open research collaboration between
industry and academia, using a small tech company as a case study.
Based on over thirteen years of experience, we discussed practical
insights for how small industry players can build research capacity
and engage with academic partners. We hope these lessons are use-
ful to others in establishing academic collaborations to the bene�t
of the industry, academia, and the community at large.
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