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Abstract. Trust requirements on the Internet are increasing. The adoption of online services by critical service providers and deployment of
cyberphysical systems are some of the drivers behind that. In order to
increase the trust in Inter-domain networks such as the Internet, some of
it’s limitations must be assessed. One of the most concerning limitations
of the current Internet is it’s black-box nature. For instance, users have no
insight on how and who handles their data. The users must completely
trust the network to send their data to the desired destination. This
lack of transparency is a threat to the user’s trust as the users cannot
assess the network equipment security that their data travels through.
Furthermore, there is no accountability on behalf of operators, which further keeps the user in the dark regarding where their data is travelling.
In this research report, I detail and discuss my ongoing research status
on building a Path-Aware solution for Inter-domain networks based on
router attributes. Most specifically, I specify the problem which I am investigating and clarify the research goals, as well as discussing the current
Research Questions which guide the work.
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Introduction

The current Internet has inherent limitations and vulnerabilities due to the way
it was originally designed [1, 5]. For instance, one limitation is that users have
no knowledge nor control of the paths that their data follow on the internet and
one vulnerability are known BGP hijacks which have been observed in the wild.
Despite this, the Internet is a huge success and societies all over the globe depend
on it for their correct functioning [3]. Societies’ dependencies on the Internet will
increase further as critical services such as energy grids and mobility services
start building on the Internet as well.
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Problem Statement

The problem I am addressing is the lack of accountability and transparency that
the current Internet provides in terms of router attributes. For instance, Internet
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users cannot check routers that they data traverses. Users such as critical service
providers demand higher levels of trust from the Internet. For instance, these
users may want to verify and control where their data travels before reaching it’s
destination. This is currently not possible to achieve, and is made even harder
due to the black-boxed nature of the Internet [7].
One dimension of the problem space is vulnerable network equipment, which
is a continuous worry from of users as they cannot remotely assess the security
of equipment [8]. This is important because the Internet is a network of networks, so user data will be transported by multiple different network operators
for the same communication session. Insecure network equipment is a realistic
operational concern. For example, an equipment supplier of a large Dutch telecom operator might allegedly have monitored calls in the operator’s network [6].
Also, there has been a long-standing debate around the alleged security weaknesses in 5G equipment and (physical) hacks of Internet routers [11]. Another
example is that not all router operators update their firmware, which can lead
to security vulnerabilities at the network level. Lastly, the black boxed nature
of the Internet also applies to network operators, which provide no insight into
their infrastructure. This also a challenge to overcome in order to offer a more
trustful Internet.
Emerging critical services such as intelligent urban transport systems and
smart energy grids require more insight into the properties of network operators
(e.g., in terms of the security posture of their equipment) and more control over
which network operators transport their data, thus going well beyond the traditional security paradigm that the Internet currently focus on (confidentiality,
availability and integrity). This increased requirements arise from the nature of
such systems, since they interact more closely with the real-world and many
times are responsible for human lives [7].
Dealing with the problem of a black-box and unaccountable Internet is particularly hard since the Internet as a whole was not designed to contain these
properties and revolutionizing the Internet is nearly impossible due to the magnitude and dependence of the society on it. Furthermore, some users may not
even be aware that such functionalities are essential to the future Internet.
Achieving Path-Awareness [10] on Inter-domain networks is a milestone to
be achieved in order to assess this problem, that is, adapt and expand the current Internet infrastructure to be able to know the path that packets follow.
In order to achieve a path-aware network, transparency is a hard requirement.
And with a Path-Aware network in place, higher levels of accountability can be
achieved [4]. Several proposals for future Internet architectures (e.g. SCION [9]
and NEBULA [2]) already embed Path-Awareness within their mechanics, however they cannot easily operate together with the current Internet, and function
as alternative protocols for isolated networks.
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Research Goals

The main goal of my work is: Research solutions for enabling a scalable pathaware solution based router attributes on Inter-domain networks.
The current work is part of a larger project called UPIN (User-driven Path
Verification and Control on Inter-domain Networks). This project aims at investigating methods for enabling users to control and verify data paths in multidomain scenarios, with the goal of increasing the trust for critical service providers
to more safely operate in networks like the Internet through the concepts of
Transparency, Accountabillity and Controllability. The project is being conducted jointly by the University of Amsterdam, responsible for researching mainly
control mechanisms for Inter-domain networks (Controllability), and by the University of Twente, responsible for responsible for researching verification mechanisms (Transparency and Accountability), which is the focus of the present
work.
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Research Question 1: What are the barriers towards
expanding the Internet with Path-Awareness based on
router attributes?

This is the overarching question of this research. This question is major to the
work and originates the other research questions as well. Answering it is important because thoroughly investigating and understanding existing barriers is
crucial in order understand how to design a Path-Aware extension to the current
Internet. The approach I will take to answer this question is by conducting literature reviews, surveys with potential users and through experimentation and
results analysis. Further research questions are intrinsically tied to this question
as their answers also provide answers to this one.
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Research Question 2: What is the grain of Transparency
needed in order to achieve Path-Awareness based on
router attributes in Inter-domain networks?

This is an essential question to answer. Transparency of network equipment is
a hard requirement in order to achieve the goal of my work. However, this is a
hard task to overcome because network providers may not want to share insights
on their equipment. For instance, operators may not want to provide insights
about their routers and firmware versions as this would be a security breach. On
the other hand, transparency of network equipment safety is of interest of both
operators and users. So it is essential to understand how much transparency is
too much or too few. The approach to answer this question will be through
literature reviews, surveys with industry related personnel and by investigating and designing means for domains and operators to share this kind of data
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without compromising their security. By answering this question I intend to obtain important information regarding transparency which is needed in order to
design, implement and experiment with Path-Aware solution.
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Research Question 3: What are existing technologies
that enable Path-Awareness and Transparency in
Inter-domain networks and how can they solve our
problem?

This question is important to answer because I need to understand which technologies already exist that try to solve similar problems, and how well they
operate. The approach for answering this question will be reviewing the literature for existing technologies and techniques, followed by experimenting with
these technologies, making necessary adaptations and collecting measurements
and results. The output to this question are designs and evaluations of developed
Path-Aware solutions for Inter-domain networks, using information collected in
Research Question 2 and further polishing the answer to that question as well.
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Research Question 4: Who would benefit from a
Path-Aware Internet and what are their requirements?

Lastly but not least, understanding who would benefit from our goals is crucial
in two ways: (i) reach out to users that may not be aware that they need such
functions from the network and clarify the necessity of these properties to them;
(ii) harvest requirements from users in order to understand how transparency
and accountability can be used to fulfill their requirements. For answering this
question the approach I’ll use is to review existing literature of existing critical
service providers network security requirements and conducting surveys with
researchers from critical services areas and industry partners which work in
related critical fields.
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Research Status and Future Works

We already achieved a group of milestones to the current date. First and foremost, a first version of the proposed architecture was already developed and
documented in the form of an article. This article was submitted to a workshop
on Technologies, Applications, and Uses of a Responsible Internet (TAURIN)
at SIGCOMM 2021. The article contains a review on existing technologies that
assist in achieving the goals described in this paper. The first version of the architecture was created based on this review of existing technologies and analysis
of a use-case of a critical service provider. We also submitted and had approved
an extended abstract and poster to ICT.OPEN 2021, working towards spreading
the idea of the research, collaborate and collect feedback.
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A group of milestones are already envisioned for the near-future. Initial experimentation with the existing technologies reviewed in the TAURIN article
will be conducted and familiarization with the project’s testbed is the first next
step. In the following months, surveys and literature reviews with partners will
be conducted in order to extract requirements and prospect more potential users
for the work. These new results will then be documented and written as an article
to be submitted to a conference yet to be defined.
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